BMO Bank of Montreal

Message Center

BMO Financial Group Message Center

BMOQ's Secure Email Service
Customer User Guide

Through our Message Center you can send and receive secure emails
with your BMO Harris Representative. This email service encrypts your
personal, financial or confidential information, then transmits and
stores it for 90 days.

The first time your BMO Harris Representative sends a secure email,
you’ll receive a notification at the email address you provided to BMO
with a link to register for the Message Center. After you've registered
you'll go straight to our Message Center where you can view the
email.

Any future secure emails from your BMO Harris Representative will
also be directed to the Message Center and again accompanied with
a notification to your designated email address. You'll simply follow
the sign in procedure to enter the Message Center.
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1. Registration and activation

rom: Tse, Simon <notification@secureportal.bmofs. com> MY H
St Tosdey o 5. 2008 TEogE 1.1 Receiving a secure email
To: simontse301@hotmail.com
Subject: [;ROTECI] This is a sample email from BMO
st You will receive this notification email
Rtk from BMO (notification@secureportal.
bmofg.com) inviting you to register for
New Zix secure email message from BMO Financial Group the Message Center.
[ open Message | Do not reply to this notification email.
To view the secure message, click Open Message. To ensure y0UF data |S pl’Operly protected,
The secure message expires on Apr 03, 2019 @ 04:06 PM (GMT). yOU W|” need to flrSt reglster and then
Do not reply to this notification message; this message was auto-generated by the sender's security system. To reply to the sender, click Open Message. ViEW the secure emall Vla our Onllne
L;:::ckmg Open M;s:i%ehd::ijﬂ[i;vmk, copy and paste the link below into your Intemet browser address bar. Message Center,

To register, select Open Message.

Any future secure emails from your BMO
Representative will be accompanied with
a notification sent to your designated
email address.

BMO 2 Financial Group 1.2 Registering for the
Message Center

We'te here to help.

Register Account
Enter your email address and a password to register and begin sending and receiving secure messages.

Registration can be done from a desktop,
laptop, smartphone and tablet.

Email Address:

Language:
[Engish v
Password:

Re-enter Password:

Password Rules

Passwords must be at least 8 characters in length, and meet all of the following conditions:
» Contain both alphabetic and numeric characters
« Contain both uppercase and lowercase characters

Passwords cannot match email address

BMO & Fi = The registration process is simple and easy
We'te here to hel
B to follow.

Register Account + Select your language preference from the

Enter your email address and a password to register and begin sending and receiving secure messages.

drop down menu.

Email Address:

simontse297@gmail com + Then create a password, which must have
Lfgﬂ:,;f: 5] a minimum of 8 characters consisting
Eassion: of at least one uppercase character, one
20000000
Re-enter Password: lowercase character and one number.
llllll..l‘
Password Rules + Next, re-enter your password and
Passwords must be at least 8 characters in length, and meet all of the following conditions: .
« Contain both alphabetic and numeric characters Select RegISter.

« Contain both uppercase and lowercase characters
Passwords cannot match email address
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You'll see this message indicating a confir-
mation email has been sent to the email

We're here to help. . .

address being registered.

BMO # Financial Group

Account Change Confirmation

A confirmation email has been sent to your email address. Follow the instructions within the email to activate your new password. If you do not

receive the confirmation email, make sure you are a registered user for this portal. You should also check your spam email folder for the confirmation
email.

1.3. Activating your account

BMO % Financial Group

We're here (o help.

Select Activate to complete the registration.

Change Password
Your BMO Financial Group password is pending.

To activate your new password, select the button below:

To decline your new password, select the button below:

For Customer Support, click here

You'll be directed back to the Sign In page
, after selecting Continue.

BMO 2 Financial Group

You're now ready to sign in and view your
secure email.

Activation Successful

You have successfully activated your new password. Click Continue to return to the Sign In page.

Note: Your password is important. Please store it in a safe place.
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2. Using the Message Center

From: Tse, Siman <notificati rtal.bmof; > : 'I
Sent Thuscoy, Joruay 3 2018 120645 P00 2.1. Opening a secure emai
To: simontse301@hotmail.com

Subject: [PROTECT] This is a sample email

A notification that you've received a secure
" email will be sent to the email address you
BMO Financial Group
‘ provided to BMO. Select Open Message.

You'll be directed to the Message Center
Sign In page. Enter your email address,
Open wessage | password and select Sign In.

To view the secure message, click Open Message.

New Zix secure email message from BMO Financial Group

The secure message expires on Apr 03, 2019 @ 04:06 PM (GMT).

Do not reply to this notification ; this was auto-generated by the sender's security system. To reply to the sender, click Open Message.

If clicking Open Message does not work, copy and paste the link below into your Intemet browser address bar.
https:/isecureportal bmofg com/sfe?

You'll then be taken to your Message Center
BMO 8 Financial Group inbox where you can view your emails.

We'te here 1o help.

Inbox H Contacts H Compose H Sent Mail H Drafts \

simontse297 @gmail.com

You have one new message.

Last Sign In: Oct 29, 2018 8:39 AM

Select From | Subject Date
O simon.tse@bmo.com [PROTECT] this is a test & Jan 23,2019 10:51 AM

2.2. Opening and saving
attachments

BMO 2 Fin: cial Group

If your email has an attachment, select it
once and a pop-up box will prompt you with
two options:

Inbox H Contacts H Compose H Sent Mail H Drafts w

Reply Reply All m m More Actions _[v simontse297@gmail.com SR

Last Sign In: Oct 29, 2018 8:39 AM

Received: Jan 23, 2019 10:51 AM ° Open
Expires: Apr 23, 2019 9:51 AM

From: simon.ise@bmo.com . Save
To: simontse297@gmail.com

Cc:

Subject: [PROTECT] this is a test

Select Open to view the document or Save
to view it later.

‘ Attachments: w Group Banner. PNG PNG ‘

This message was sent securely using Zix®

This is a test with attachment

Cancel | »

Regards, Do you want to open or save Group Banner. PNG.PNG from secureportalbmofg.com? | open || save |
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BMO # Financial Group

Wefe here to help.

Inbox H Contacts H Compose H Sent Mail H Drafts }
Last Sign In: Oct 29, 2018 8:39 AM
To: simon.tse@bmo.com
Subject: RE: [PROTECT] this is a test
Attachments:
B I U = [El=s = =|[em  ~|[s2 -|[a- B-

This s & reply|

— Originally sent by simon tse@bmo.com on Jan 23, 2019 10:51 AM —

This message was sent securely using Zix®

BMO & Financial Group

We'e here 10 help.

Inbox H Contacts H Compose H Sent Mail H Drafts ‘
simontse297 @gmail.com
You have no new messages. Last Sign In: Oct 29, 2018 8:39 AM
[ Message sent. >'G

Select From Subject Date
O simon_tse@bmo.com PROTECT] this is a test & Jan 23,2019 10:51 AM

Please do not reply to notification emails
from your regular inbox. In order for an email
to remain secure you must reply from within
the Message Center.

Any emails you send from that inbox won't
be encrypted, which could put your personal
information at risk.

Any new emails, including attachments,
you send to a BMO email address from the
Message Center are automatically encrypted
by the bank’s security systems. Attachments
can be up to 30MB in size.

2.3. Replying to and composing
new emails

Secure email exchanges are limited to you,
your BMO Harris representative and the
individuals copied on the email.

You can use Reply All to send a secure
email within the Message Center that
contains a non-BMO email address.
However you can't forward or copy to a
non-BMO email address that was not on the
original email.

After you send an email, a Message sent
notification appears.
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3. Resetting your password

If you forget your password, select Reset
BMO 8 Financial Group at the bottom of the Message Center Sign
In page.

We're here to help.

Welcome to the BMO Financial Group Message Center

Email Address:

|simontse297@gmail.com| x|
Password:
\ \

Language:
[English ¥
Forgot your password? New to secure email? Need more assistance?

=3 =3

For Customer Support, click here.

You'll be prompted to reset your password.

BMO M Financial Group

Ty The reset process is simple and easy
to follow.
Reset Password .
Enter the email address you registered with and a new password to receive a reset verification email. + Enter yOUf ema” addfeSS.
Emall Address: - Create a new password, which must have
o il e a minimum of 8 characters consisting
New Password:
of at least one uppercase character, one

Re-enter New Password:

lowercase character and one number.

.Illl'..l‘
Password Rules

Passwords must be at least 8 characters in length, and meet all of the following conditions: M Re'EHter yOUr new paSSWOTd and
» Contain both alphabetic and numeric characters
= Contain both uppercase and lowercase characters Select Reset

Passwords cannot match email address

Cancl m

The Account Change Confirmation message

BMO # Financial Group will be displayed and a confirmation email
We're here to help. .
will be sent to the email address that BMO
Account Change Confirmation has on file.
A confirmation email has been sent to your email address. Follow the instructions within the email to activate your new password. If you do not Se|ect the ||nk in the confi[mation email to
receive the confirmation email, make sure you are a registered user for this portal. You should also check your spam email folder for the confirmation o R
el finish changing your password.

Need assistance?

If you need additional assistance using
the Message Center, visit Secure Emails at
bmoharris.com/security or contact your
BMO Harris Representative.

10/19-0101


https://www.bmoharris.com/main/about-us/security-center/how-we-protect-you/?icid=bu-US6587.

